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I. 
introduction

1. As the Alliance faces increased instability in the Euro-Atlantic area and beyond, maintaining advanced defence and security science and technology (S&T) remains vital for the Alliance. This was the main takeaway from a five-day mission to Italy by the NATO Parliamentary Assembly’s (PA) Sub‑Committee on Technology Trends and Security (STCTTS). 

2. From the 3rd to the 7th of October 2016, a delegation of 20 members of parliament from 10 NATO member states visited Northwest Italy and gained a 360° picture of Italian, NATO and EU efforts to push S&T progress across all military domains and the security sector. The delegation was led by the Chair of the Sub-Committee, Jan Arild Ellingsen (Norway), and the members were hosted by the Italian delegation to the NATO PA under its head of delegation, Andrea Manciulli. 

3. Emerging technologies that could disrupt the future military balance were a subject of great attention throughout the visit. Members saw that the Italian industry, academia and government were making great strides to maintain Italy’s – and thus NATO’s – technological edge by developing new technologies as well as addressing their challenges and risks. In the future, military operations will become even more diverse, and the financial pressures on defence budgets remain a key limitation. 


VIsit to the Final Assembly and Check Out (FACO) Facility

4. At the Cameri Air Force Base Airport, the delegates visited the Final Assembly and Check Out (FACO) facility for the Lockheed Martin F-35 Lightning II programme. The Cameri facility already hosts the depot management for the Italian Panavia Tornado and Eurofighter Typhoon aircraft. 

5. Within the F-35 programme, F-35 wings are assembled at FACO, and it also serves as a final assembly plant for F-35 aircraft. Only the conventional take-off and short take-off and landing versions are assembled in Cameri. Overall, about a third of the F-35 currently planned to be built will be assembled in Cameri. The F-35 is replacing a multitude of different aircraft in the countries that will buy them. In the United States alone, it will replace the F-16, A-10, and F/A-18. 

6. FACO is an industry-contracted plant owned by the Italian Ministry of Defence. It is the first final assembly plant for the F-35 outside the United States. Cameri was chosen as the European assembly site because the site and the region can look back at a long tradition of aerospace history as well as an excellent industrial base. The design of FACO is based on the plants in Fort Worth, Texas, United States, albeit with a few modifications. The site has been designed with transition into a maintenance, repair, overhaul and upgrade site, which will begin servicing aircraft from 2018. The facility was built in a mere three years. 

7. In December 2015, the first F-35 assembled at Cameri was finished. Since then, four more have been finished at the site. The maximum production rate of the aircraft will be 24 F-35 per year, but currently the site still operates at a low initial production rate. Most international partner aircraft will be assembled in Cameri.


Visits to Leonardo-Finmeccanica Divisions

8. The delegation paid visits to three divisons of Leonardo-Finmeccanica: the Aircraft Division in Venegono Superiore; Helicopter Division in Vergiate; and the Defence Systems Division in La Spezia. 

9. At the Aircraft Division, Marco Protti, the company’s Head of Advanced Research, presented Leonardo’s perspective on how to match S&T trends with perceived future capability requirements. In 2015, the Aircraft Division contributed with 3.12 billion euros to Leonardo-Finmeccanica’s 13 billion euros revenue. Fifty-four percent of turnover is generated by the Eurofighter and Tornado programmes. The Italian Ministry of Defence is the company’s most important customer, but in certain years, export revenues amount to more than half of the division’s revenues. Mr Protti also presented key facts on ongoing aircraft programmes, including the M‑346 Master, M-345 HET, C‑25J Spartan, MC-27J Praetorian, ATR 42P, ATR-72 ASW and its unmanned aerial vehicle programmes. The aerospace industry was a strategic asset, Mr Protti told delegates, and core competencies thus needed to be maintained. For this reason, the European programme for  medium-altitude, long‑endurance unmanned aerial vehicles was very important to European industry, he argued. Mr Protti told members that Leonardo-Finmeccanica considered five areas crucial in S&T trends: combat aircraft; intelligence, surveillance, target acquisition and reconnaissance aircraft; tactical transport aircraft; training aircraft; and unmanned aircraft. He also touched upon the importance of networked warfare, to which the F-35 was key, as well as missile and radar technology developments. The delegation rounded off the meetings at the Aircraft Division with a site visit of the M-346 Master manufacturing and final assembly line.

10. The Helicopter Division generated 4.5 billion euros in revenue in 2015, servicing over 1,400 customers with a workforce of 12,500 people at ten plants in four countries. By 2015, they had produced a fleet of 4,500 helicopters. In the Division’s strategy, dual-use technology was a key logic, company representatives told delegates. The Helicopter Division also briefed on its research and development plans. The Division focuses on next-generation tilt rotors, autonomous and remotely piloted technologies and other advanced helicopter technologies. A number of key drivers are guiding their research and development efforts: operational capabilities; cost of ownership; safety; comfort; and environmental impact. The visit to the Helicopter Division finished with a tour of the flight line.

11. The delegation ended its visits to Leonardo-Finmeccanica at the Defence Systems Division, where some of its key leaders addressed the members of parliament. The Division represents 4% of Leonardo-Finmeccanica’s revenues (458 million euros) and has a backlog of orders of 1.13 million euros. It has facilities in Brazil, India, Italy, Singapore and Spain. Spending on research and development amounts to 12,6% of its budget. The Division is heavily concentrated on exports. Naval artillery is its core business, as it produces leading small, medium and large naval guns. In the naval sector, underwater naval systems, including light and heavy torpedoes; naval mine countermeasures; sonar systems; and ammunition were other areas of expertise. Land systems, for example turrets and launchers, airborne systems, unmanned vehicles, and tracked and wheeled land vehicles round out the Division’s portfolio. Global instability was driving increased defence spending around the world, they were told. As a consequence, several new capabilities and concepts would see the light of day over the next 10 to 15 years, delegates learned. The Defence Systems Division is focused on the battlefield internet of things; manned-unmanned systems integration; advanced platforms with networked capabilities; directed energy weapons; nanotechnology devices; cyber security; wearable technologies; human-machine collaboration; and visualisation. In response to questions from the delegates, the Division’s leaders argued that defence industry in Europe needed to consolidate and that this was indeed occurring at a rapid pace. In response to the current challenges in the industry, different defence companies in Europe would try to position themselves according to their respective strengths, for example German companies would likely concentrate on naval capabilities and French companies on airborne ones, the company representatives argued. After the presentations and discussions, the delegation had the chance to see the output of the Division for itself, when it toured its La Spezia facilities.


The Italian Armed Forces’ Institute of Telecommunications

12. On its way from Northwest Italy to La Spezia, the delegation visited the Italian Armed Forces’ Institute of Telecommunications in Chiavari, in order to learn about the Italian approach to teaching and training cyber skills in its workforce. Naval Captain Giuseppe Cannatà, Commander of the Institute, provided a wide-ranging overview of the Institute, which was founded 60 years earlier, in part to increase NATO interoperability in communications. Its mission was to ensure the training of defence personnel in telecommunications, information technology, information security and related fields. Since 2011, it has gained responsibility for cyber training. In 2015, the Institute trained about 800 students, 150 of them high-level. Areas of special emphasis include net-centric warfare; information infrastructure; cyberspace policy; and cyberspace protection. The Institute also regularly hosts cyber defence symposia and is working on a cyber range project. Captain Cannatà and his staff also opened the Institute’s doors for the parliamentarians, showcasing some of the training classrooms.


Integrated Naval Shipyard Riva Trigoso

13. In La Spezia, the delegation visited the Integrated Naval Shipyard Riva Trigoso. The members started by visiting a German-Italian Type U212A Tornado class submarine. C.C. Fabio Casamassima, the Commander of the submarine Romeo Romei, guided the tour and answered the delegates questions. 

14. On board a Franco‑Italian European multi-purpose FREMM frigate currently undergoing sea trials and certification, Executive Director Captain Maurizio Cannarozzo then provided an overview of the German-Italian bilateral Type U212 submarine programme. This started with a memorandum of the understanding between the two countries’ ministries of defence in 1996. Currently, the memorandum is in an advanced stage of renewal. The revised memorandum will lead to a “hyper jump” in technology, Captain Cannarozzo argued. It will increase the expertise in the national industries, support a common approach across the board, lead to large cost reductions, and likely include a third state, namely Norway. The Type U212 is a most effective, very capable and flexible submarine, the Captain told the delegates. Among its missions are countering illegal trafficking, environmental crimes and piracy as well as expeditionary missions. The Italian Navy would need to have a minimum of five to six U212s in its fleet, but seven to eight would be ideal. 

15. While the frigate proceeded to take the delegation to sea, the members heard from representatives of Fincantieri, which is the company constructing the frigates, about its naval programmes, including the FREMM programme. Fincantieri is the number one designer and builder of ships, members learned, with 20 shipyards across four continents, 4.18 billion euros in revenue and 21.8 billion euros in total backlog orders, as well as 20,000 direct employees and 80,000 subcontractors worldwide. The main workload for Fincantieri is with the Italian navy.

16. Commander Angelo Pazzaglia of the ITS Luigi Rizzi frigate, , took over with a presentation of the FREMM frigates, which exist in a general purpose and anti-submarine warfare version. The Luigi Rizzi is the sixth FREMM frigate. Currently, it takes four years of construction for a FREMM frigate, but this will steadily decline to three years, as the workflow is optimised. The frigates measure 144m in length and 19,7m in width, with a maximum displacement of 6,700 tons. The tasks of all FREMM frigates include support of land operations, military operations other than war, escort, protection and sea control. In its anti-submarine warfare version, the frigates can conduct the full spectrum of anti‑submarine warfare. In the general purpose version, power projection is an additional mission type. The frigates can host NHIndustries SH-90 and AgustaWestland EH-101 Merlin helicopters aboard. 

17. At sea, the delegation had the chance to visit the frigate and observe the day’s sea trial.
[bookmark: _GoBack]European Commission’s Joint Research Centre’s Science Hub

18. The European Commission’s Joint Research Centre (JRC) Science Hub in Ispra presents an irreplaceable S&T institution to address European security challenges together, including the migration challenge, nuclear terrorism and maritime security. Hence, the delegation visited the Science Hub, where they were welcomed by its Director, Dan Chirondojan, and Matteo Fornara, who is responsible for International and Interinstitutional Relations.

19. Jean Pierre Nordvik, Head of the Cyber & Digital Citizens' Security Unit, gave an overview of select cybersecurity research activities at the JRC. The JRC did not conduct defence research on cybersecurity, but cyber S&T was often inherently dual-use, Mr Nordvik explained. The JRC focuses on six areas of emphasis, with encryption technology as a cross-cutting field of research: privacy; network security; Kids Online; identities; cybercrime; and industry 4.0. He showcased several concrete projects that the JRC was working on in the fields of encryption (including quantum-safe and context-based encryption); identities (for example on electronic documents, biometric spoofing and new ways of identification verification); and Kids Online (such as new image and video analytics, camera foot-printing and targeted interception of suspects).

20. Olivier Eulaerts, a Senior Expert at the JRC, addressed how the organisation conducted technology monitoring and detection of trends. He underlined that innovation and technology development were key for modern societies. This in turn necessitated a regulatory framework and informed decision makers, he argued. The JRC has a number of tools that it uses to identify technology trends, including horizon scanning; data surfacing; media monitoring; technology monitoring; and foresight techniques. Some of these tools are based on quantitative analysis, some on qualitative analysis; and foresight techniques relies on both. The outcomes of analyses based on these tools were then used to inform policy makers in the European Union, Mr Eulaerts told delegates. New technology trends also play a role in these tools, for example big data analytics and automated early warning systems. It was at times difficult and resource intensive to conduct technology monitoring and detection of trends, Mr Eulaerts stressed. Total certainty did not exist in this field, and some trends would be missed, for example because relevant research and development efforts were kept secret by companies, he argued. 

21. Harm Greidanus, JRC Project Leader, spoke to delegates about the Centre’s research on maritime situational awareness and dual use maritime security S&T. Areas of emphasis included terrorist threats to maritime security; piracy; oil pollution; maritime safety; irregular migration; and border protection. The JRC has access to certain technical tools to conduct research on these areas. He also addressed the European Union’s Maritime Strategy, which includes a civil‑military agenda for research and development, and NATO’s Science and Technology Strategy and Priorities.

22. Tom De Groeve, Deputy Head of Unit, and his colleagues Christophe Louvrier and Thomas Kemper, showed members their European Crisis Management Laboratory to underline the JRC’s research in support of peace and stability. Through its research, the Laboratory helps crisis managers in Brussels improve their work, for example in the EU situation room. They possess the necessary information technology, access to satellites and maps as well as modelling tools essential for conducting their research. In particular, they showcased their research on the Syria crisis, centering on Aleppo.

23. Willem Janssens, Head of Unit, gave a tour and presentation of the Advanced Safeguards Measurement, Monitoring and Modelling Laboratory in the Nuclear Security Unit. He outlined the European Commission’s responsibility on nuclear safeguards. The Laboratory conducts development of technologies for nuclear inspectors, for example. The scientists and engineers at the Laboratory also provided courses for inspectors. A number of research areas and technologies were showcased during the facility visit: depleted uranium research; reprocessing research; laser‑based identification and verification technologies; next-generation seals for nuclear material containers; and proliferation research.


NATO Centre for Maritime Research and Experimentation (CMRE)

24. In La Spezia, the delegation visited the NATO Centre for Maritime Research and Experimentation (CMRE). The CMRE’s Director, RADM (Ret.) Hank Ort, and Programme Director Alain Maguer welcomed the members and provided a brief overview of the CMRE.

25. The CMRE was  a customer-funded research and experimentation centre of over 60 people, the delegation learned. It is a knowledge repository and serves as a trusted platform for research and experimentation centered on the maritime domain. The CMRE’s key missions are to work as a platform for sharing S&T, enhance interoperability and prepare for the future. RADM (Ret.) Ort pointed to a number of challenges that the CMRE would help its customers address. These included preparing for an unknown and unpredictable future; maintaining a technological edge; and balancing support for long-term development of capabilities with quick reaction research and experimentation. The CMRE’s ambitions revolved around broadening its customer base beyond NATO, growing the centre accordingly and enhancing the value network. The main customer relationships that the CMRE maintains and/or aims to build up are those with NATO’s Maritime Command, NATO Allied Command Transformation, the US National Oceanic and Atmospheric Administration, the European Union and several of its projects, such as the Preparatory Action for Defence Research and the Horizon 2020 Framework Programme for Research and Innovation. According to the CMRE leadership, the strategic context that the CMRE is working and is characterised by an increased Russian threat; NATO capability shortfalls; new challenges in mine countermeasures and anti‑submarine warfare; the development of maritime autonomy technologies; and the imperative to deliver technologies faster, cheaper and safer. 

26. The CMRE has access to two research vessels, the Alliance and the Leonardo. The Alliance is ice-capable and the most silent ship in the world. The CMRE is thus fortunate to combine science and engineering expertise with hans-on oceanic research. Further assets included robotic unmanned underwater and surface vehicles as well as underwater and wave gliders. Key focus areas of cross-cutting research were disruptive technology and maritime big data analytics. 

27. In the discussion period with the CMRE leadership, members asked, inter alia, about the CMRE’s financing and governance structures; the potential threats of Russia and China in defence S&T; and emerging technology trends. 

28. The leadership of the CMRE then guided a tour of the centre’s facilities: laboratories focused on maritime security through persistent situational awareness; robotic characterisation of the battlespace; autonomous mine counter-measures through robotic undersea surveillance and intervention; networked anti-submarine warfare and acoustic underwater communications; and ocean engineering.
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